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Choosing the proper tool 
This is the first part of D4.1 which deals with the procedure of choosing the proper 

software package that will be used in order to set up and maintain a repository for the 

source code and documentation of the software assets to be produced in NIVA project. It 

is noteworthy that the Grant Agreement itself refers namely (see: paragraph “3.4 

Resources to be committed”) to GitLab, as a resource to be committed by OPEKEPE 

(obviously for D4.1). Though, there is some space left for investigation, therefore a 

Market Research was performed in order to choose the most suitable product or service, 

to cover the purposes of the project while staying within the available budget. 

 

Requirements and Assumptions 
The main requirements for a source code repository were considered to be the following: 

 Well established, mature and stable system 

 Web-based 

 Support for a modern version control system, including web interface for online 

code-browsing 

 Support distributed approach  

 Ability to have multiple projects each with its own lifecycle 

 Support for bug/issue tracking 

 Code reviewing support 

 Support for release management 

 Access control - Support for setting up project level roles 

 Support for news/announcements 

 Restrictions on code merges/push requests based on user permissions (Branch 

permissions) 

 Support for versioned wiki and project documentation pages  

 Ability to release binaries 

It was also assumed that software development documentation will be possible to be 

uploaded either in the form of binary documents (.pdf, .doc) or in text form (wiki pages) 

linked with the relevant versions of the software.  

Care should also be taken in regard to security issues and compliance with Regulation 

2016/679 (GDPR). It is critical that the web hosting infrastructure to be selected, meets 

the latter requirements. 

Security and GDPR requirements also force whatever solution is selected to also provide 

for disaster recovery and business continuity plans to be in place. This excludes single 

server solutions without any accompanying mirror site that can take over in the event of 

a disaster. 
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Market research  
At the moment, there are plenty and variant offerings for source code management. Our 

initial goal was to shortlist the most well established, stable and mature solutions of the 

market. Based on statistics such as user and project numbers as well as on the Alexa 

(Ref 1) ranking system and also considering the year of establishment, we have 

concluded to the following:  

 Github 

 Bitbucket 

 Gitlab 

 LaunchPad 

 SourceForge 

Sourceforge (Actually the 2nd larger source code repository provider) was not further 

considered because it can accommodate only open source projects. Launchpad, another 

top provider does not provide a wiki mechanism for supporting the project’s 

documentation, so it was also left out. 

The remaining research was thus focused to Github, Bitbucket and Gitlab,. 

Regarding the basic issue of ISO 27001/GDPR compliance, Gitlab anf Bitbucket are 

confirmed to cover all needs, while there has not been a clear response by GitHub sales 

department about GitHub’s compliance with the above. 

 

Provider   ISO 27001 Certification  GDPR Compliance 

GitHub Enterprise   Contact with sales team made. Waiting 

for response 

 Contact with sales team 

made. Waiting for response 

Bitbucket cloud   Yes (see 

https://www.atlassian.com/trust/compli

ance ) 

Yes (see 

https://www.atlassian.com/tru

st/compliance ) 

Gitlab Enterprise   Yes in host (see 

https://about.gitlab.com/solutions/finan

cial-services-regulatory-

compliance/#compliance-roadmap and  

https://cloud.google.com/security/compl

iance/)  

 Yes (see 

https://about.gitlab.com/gdpr

/) 

Table 1: ISO27001 and GDPR Compliance 

As far as other requirements are concerned, all three providers include similar 

functionality.  
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Bitbucket lags in terms of provision for issue management facilities (milestone 

management, confidential issues etc) as well as wiki management. Therefore, the final 

decision came out to be between Gitlab and Github. 

Comparing the above tools, the differences are less significant, which makes pricing 

plans to be an important factor to support the final decision. Gitlab offers better support 

for individually setting  users’ permissions: individually restricting a user’s access to the 

source control, bug tracker or build system is possible whereas Github does not 

differentiate across these  systems (source control, bug tracker etc) and user has either 

access to all of them or not. 

Pricewise, Gitlab Enterprise starts its offerings from $4/user/month whereas Github starts 

its offerings from $7/user/month. Gitlab pricing does not differentiate between a solution 

hosted by Gitlab or one hosted elsewhere.  

The following table summarizes the feature comparison between the two providers. 

 

 
Support 

for Git 

Multiple 

Projects 

Issue 

Mngmnt 

User/Group 

Mngmnt 

Branch 

Permissio

ns 

Wiki 
Binary 

Release 

Build 

Automati

on 

Github Y Y Y Y Y Y Y Y 

Gitlab Y Y Y 
Y (better 

granularity) 
Y Y Y Y 

Table 2: Comparison between Github and Gitlab 

 

Concerning the server where the repository will be installed, there are two options: either 

use it as a SaaS (Software as a Service) (e.g. Gitlab Enterprise) or use it by setting up a 

self-deployed and self-managed web server. Pricing is the same in both cases; however 

in the case of a self-hosted approach, a hosting provider needs to be selected and an 

appropriate virtual server to be rented. Also, given that the SaaS solutions are already 

GDPR compliant and ISO 27001 certified, the self-managed solution will provide no 

important benefit. Thus, a SaaS (Software as a Service) approach is preferable, 

comparing to a self-hosted software, in order to avoid the need of setting up a dedicated 

server. 
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Conclusion  
Given the previous analysis, our decision is to move forward with the Gitlab SaaS 

(Software as a Service) offering hosted by Gitlab, starting with the Bronze 

pricing plan ($4/user/month) and an initial number of 45 users. 

These users will be distributed as: 

 3 users for each of the 9 Developing partners (27 users in total)  

◦ The development partners are: AGEA, EGEOS, ABACO, TRAGSATEC, NP, WIT, 

ITREE, SINERGISE, OPEKEPE 

 1 user for each of the other partners (18 users in total) 

This makes a total of 45 users. Three more users will be added to this number for 

general administration activities bringing the total to 48 users. 

More users can be added in the future as required, especially when partners from the 

Open Calls need access. It has to be mentioned that it is always possible for each partner 

to setup independently its own repository mirror with as many users as he/she wants. 

The total cost for 48 users for 3 years is about 6.912,00 USD, therefore there is available 

budget for future expansion.  

The security issues have been solved since Gitlab complies both with ISO 27001 (in host) 

and GDPR. Therefore we chose to use Gitlab SaaS so there is no need for renting a 

server to install Gitlab. 

The proposal to use Gitlab SaaS took into confederation two more issues (besides the 

compliance with ISO 27001 and GDPR): a) the repository will host source code and the 

relevant documentation and it will not host any personal data. So there are no extra 

security concerns b) all the applications that will be produced within the project will be 

offered as open source, therefore security concerns are not that crucial. 

 

References 
1. Wikipedia, “Comparison of source-code-hosting facilities”, 

https://en.wikipedia.org/wiki/Comparison_of_source-code-hosting_facilities 
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Repository’s provision procedure 
For the provision of GitLab, the following steps took place:  

1. A quote from the company was requested. Total amount for one (1) year: 

$2.304,00. Next year, this process will be repeated for two (2) more years with 

the final number of users required (it may increase according to the requirements 

of the users.  

2. The quote was duly signed by the Legal Representative of OPEKEPE (President) 

and was returned to the company (please see quote in Annex I) 

3. The proper amount was transferred to the company (please see bank statement in 

Annex I)  

4. Credentials (Passwords ect) for OPEKEPE, as admininstartor, are to expected 

shortly 
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Repository’s set up  
The repository’s set up is distinguished in two parts:  

1. User Authentication and authorization 

2. GitLabs Structure 

More specifically  

 User Authentication and Authorization 
Users’ authentication started with a table in NIVA’s share point where all NIVA partners 

should assign their users (three for the developing partners and one for the non 

developing partners). The users will register to gain access to the source code repository. 

Further Guidance will be offered by the administration team.  

 

 GitLab stucture   
It is intended to utilize the features offered by GitLab as much as possible. Of course, 

there will be flexibility and each team will organize their work based on their own 

preferences. An umbrella group called NIVA will be created, under which all Use Cases 

will be hosted. For each project a unique GitLab structure will be created, that may 

include, features such as: 

1. Project data (details, activity, releases etc) 

2. Repository (files, commits, branches, tags, charts etc) 

3. Issues (lists, boards, labels, milestones etc) 

4. Merge Requests 

5. CI / CD (Pipelines, Jobs, Schedules etc) 

6. Wikis   

7. Snippets 
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Next steps 
At the moment, GitLab administration credentials have been just received and the set up 

our group, users and projects has initialised .Next steps include the full setting up of the 

repository and the finalisation of the users. 

This phase is planned to be completed quite shortly, after having been given access to 

GitLab platform. After that, a dynamic adjustment of the repository’s structure will take 

place as OPEKEPE performs T4.3 Operational Management and Support of the repository. 

During that stage, users’ feedback is expected towards the improvement of any aspect of 

using the repository. 

Details on the process of registration/authorization/access and project structure will 

become available shortly. 

As explained above, the provision of the repository is only for one year, while the project 

is for three years. This decision was made because as the project evolves and the various 

pieces of software are being developed, extra needs for users or repository utilities 

(updates) may arise. Therefore, next year, or even during the first year if necessary, 

OPEKEPE will take the necessary actions to satisfy all evolving needs and demands. 
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ANNEX I 

Print screens of the signed quote and of the money transfer (bank statement) 

 

 

 


